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Cyber

Settlement Agreement Reached on 
$100M Cyber Claim  
Mondelez International v. Zurich American Insurance 
Mondelez International is a multinational food and beverage 
holding company. With such prominent product names in 
their portfolio as Oreo, Cadbury, Dentyne, Ritz and Chips 
Ahoy, the company has an annual revenue stream of $26B and 
operates in 106 countries around the world. So, in 2017 when 
the Chicago-based company fell victim to a cyberattack, the 
repercussions, as you would imagine, were commensurate 
with their size.  

In June 2017, Mondelez was hit with malicious intrusions of 
malware known as the “NotPetya” virus. The malware initially 
infected two of their servers, but eventually proliferated across 
the company network. The malware successfully destroyed 
1,700 servers and 24,000 laptops. Additionally, the company 
indicates that the hardware and software damages effectively 
disrupted their distribution and supply operations. In the 
end, Mondelez calculated they sustained at least $100M in 
property damage and business interruption losses as a result 
of the malware attack. 

Mondelez had in effect at the time of the loss a property 
policy (not a cyber policy) from Zurich American Insurance. 
This policy extended coverage specifically for physical loss 
or damage to electronic data and programs as well as extra 
expense coverage due to failure of the insured’s electronic 
data processing equipment or media to operate as a direct 
result of malicious malware. 

The claim was immediately submitted to Zurich for 
consideration and adjustment under the policy, but in 
June 2018, Zurich issued a formal disclaimer to Mondelez. 
The disclaimer cited what is commonly known as the “war 
exclusion.” This exclusion precludes coverage for a hostile or 
warlike action in time of peace or war by a government or 
sovereign power. Presumably Zurich raised this exclusion, as 
NotPetya was previously identified by several governments 
as having been developed by GRU, a hacking group within 
the Russian Military Intelligence Organization.  

Zurich apparently rescinded the disclaimer within a matter of 
weeks and promised to not only adjust the claim in good faith 
by fronting a $10M advance to Mondelez as partial payment. 
However, by October, the payment had not yet been made 
and Mondelez claims the adjustment process was stagnant. 

Zurich, realizing that Mondelez intended to litigate the 
matter with them, again formally reasserted the exclusion 
and denied the claim. Mondelez filed with the Circuit Court 
of Illinois, asserting breach of contract, promissory estoppel, 
vexatious and unreasonable conduct and an order enforcing 
Zurich’s promise to rescind its declination.  

The particulars of the settlement are not publicly available. 
However, it should be noted that in February of 2022, 
pharmaceutical giant Merck (which was also a victim of the 
NotPetya attack) litigated this very issue with their insurers. 
The Superior Court of New Jersey sided with Merck. 

Judge Thomas Walsh essentially 
stated that cyber insurers have 

been aware of these cyberattacks 
but failed to alter the language of 
the exclusions to indicate to their 

policyholders that they intended to 
exclude cyberattacks.

Perhaps Zurich saw the writing on the wall from the Merck 
decision, causing them to negotiate a settlement. In all 
likelihood these cases will probably result in underwriters 
revisiting and, in some cases, clarifying their war exclusions 
on future policies. 

Case No. 2018-L-11008 (Ill. Cir. Ct. Oct. 27, 2022)
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Court Says Policy Languague Does 
Not Allow Insurer to Take an Offset   
T-Mobile USA, Inc. v. Steadfast Insurance 
In 2015, millions of customers of the communications giant 
T-Mobile had their private data exposed through a cyber breach. 
In this instance, the breach was not directly through T-Mobile, 
but rather through Experian, which had collected information 
on potential customers applying for credit with T-Mobile.  

T-Mobile maintained a primary cyber policy with Steadfast 
Insurance (Zurich), which provides a $15M coverage limit 
subject to a $10M self-insured retention. Through the 
remediation and notification process, T-Mobile accrued over 
$17M worth of expenses, which they submitted to their 
insurer. However, since the actual breach occurred through 
Experian, they subsequently reimbursed T-Mobile a total of 
$10.75M for some of those expenses.   

Zurich denied the damages, arguing they now fell within the 
retention. Although the total expenses exceeded the $10M 
retention, Zurich argued that there is exclusionary language 
in the policy indicating that loss shall not include any 
amounts for which the insured is absolved from paying. The 
reimbursement from Experian amounted to an “offset” which 
reduced the total loss, bringing it below the retention.  

The Washington State Appeals Court disagreed with the 
insurer. They found nothing in the policy language which 
permitted the insurer to offset any damages. As to Zurich’s 
argument, the court stated “T-Mobile remained directly liable 
for those obligations and paid them in full. Experian then 
reimbursed T-Mobile for some of those data-breach-related 
costs and expenses T-Mobile had already paid.” 

They found the recovery did not actually absolve the insured 
from making those payments in the first place and therefore 
should not be excluded as a covered loss.  

Case No. No. 82704-9 (Wash. Ct. App. Nov. 28, 2022)

Recent Ruling by Appellate Court 
Imposes Stricter Guidelines For 
Employers Collecting Biometric Data    
Mora v. J&M Plating, Inc. 
In 2014, an Illinois company called J&M Plating instituted a 
new method of timekeeping for employees by collecting 
their fingerprints electronically. Under the Illinois Biometric 
Privacy Act (BIPA) employers are required to follow specific 
guidelines to protect harvested information from consumers 
and employees.  One of those requirements is to have a written 
data collection and destruction policy which is published and 
visible to those whose biometric data may be affected. So, in 

May 2018, J&M Plating developed and posted their written 
retention and destruction schedule.    

In January 2021, employee Trinidad Mora was terminated. 
Mr. Mora had previously (May 2018) been presented with 
and consented to the employer’s policy by signing the policy. 
Approximately two weeks following his termination, Mr. 
Mora’s biometric information was destroyed in compliance 
with the employer’s policy.  

Following his termination, Mr. Mora filed suit on behalf of 
himself and all similarly situated employees. He alleged in 
the lawsuit that while the employer did have a retention/
destruction plan in place, that plan was not implemented 
until almost four years after the employer began collecting 
the data. The employer filed a summary judgment motion 
asserting that nowhere in the text of the statute are 
timeframes stipulated for adopting the policies. They 
additionally argued that since Mr. Mora’s biometric data was 
summarily destroyed after his termination, he suffered no 
harm or damages. The trial court agreed with the employer 
and dismissed Mr. Mora’s action.  

Plaintiff appealed the case, and the Appellate Division of 
the Supreme Court reversed the trial court decision. In his 
appeal, the plaintiff argued that while the language of the 
statute does not specifically outline the establishment of 
the schedule before implementation of the data collection, 
doing so retroactively strips the statute of any enforceability. 
Plaintiff argued that he had no opportunity to consent to the 
practice before the employer began collecting his biometric 
data. The Appellate Court agreed, indicating that individuals 
would have no way of learning what will happen to their 
private data without a policy to review and consent to, 
and this defeats BIPA’s notification function. The Appellate 
Court also ruled that a person need not have sustained any 
actual damage beyond simply the violation of their rights 
under BIPA to bring an action. Rather, the violation itself is 
sufficient to support the statutory cause of action.   

The two major takeaways from this case 
are, first, that employers must have a 

compliant biometric data policy published and 
in place either prior to or concurrent with 
the institution of biometric data collection. 

That policy must be publicly available to any 
individuals the collection may involve. Second, 

plaintiffs need not show that the data collection 
caused any particular harm or damages in order 
to prevail on a claim. They only need to prove 

that the defendant violated the statute. 

Undoubtedly the decision from this case will serve to proliferate 
litigation surrounding this Act. 

Case No. 2-21-0692 (Ill. App. Nov. 30, 2022)
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Directors and Officers

SEC Sets New Restrictions on  
Insider Trading 
The US Securities and Exchange Commission (SEC) has 
unanimously adopted new disclosures and trading restrictions 

to crack down on potential abuses of 
insider trading by executives. 

The SEC has been working on the amendment for close to 
a year,having been debated and revised during that time. 
The amendment is part of the SEC’s continuing effort to 
curb potential stock transaction abuses by corporations and 
company insiders. 

Several of the key provisions of the amendment are as follows: 
• Directors and managers modifying a plan or adopting a 

new plan must certify that they aren’t aware of any material 
nonpublic information about a company or its securities 
and that they are adopting the plan in good faith. 

• Safe harbor provisions are revised to institute a cooling-
off period of up to 120 days before any trading could 
commence following the adoption of 10b5-1 trading 
arrangements. The period will be either 90 days after 
a plan is adopted or modified, or two business days 
after certain periodic financial reports are disclosed, 
whichever is later. 

• The new amendments also mandate a cooling-off period 
of 30 days for trading arrangements for people other than 
issuers, directors or officers. 

• Overlapping trading plans are prohibited in order to 
prevent corporate insiders using multiple plans to 
selectively cancel individual trades because of material, 
nonpublic information. 

• Issuers also have to report annually if they have adopted 
insider trading policies and procedures – or explain why 
they haven’t – while officers and directors would need to 
disclose whether a reported transaction was made under 
an affirmative defense arrangement. 

 
The final rules will go into effect 60 days after publication in 
the Federal Register. Issuers will be required to comply with 
the new disclosure requirements in financial reports and 
information statements that cover the first full fiscal period 
on or after April 1, 2023.

Fourth Circuit Affirms Dismissal of 
Shareholder Class Action Suit With 
Prejudice Against Online Company
Boykin v. K12, Inc. 
The US Court of Appeals for the Fourth Circuit affirmed 
the dismissal of a putative class action against K12 under 
Sections 10(b) and 20(a) of the Securities Exchange Act of 
1934 and Securities and Exchange Commission Rule 10b-
5. The plaintiffs had alleged that the company artificially 
inflated the cost of its shares by misrepresenting the state 
of its business, specifically citing claimed business with the 
Miami-Dade School District which never came to fruition. The 
district court found that plaintiffs failed to plead falsity and 
scienter and granted the company’s motion to dismiss with 
prejudice. The Fourth Circuit affirmed, holding that plaintiffs 
failed to allege actionable misrepresentations or facts giving 
rise to a strong inference of scienter. 

The plaintiffs alleged they relied on statements made by 
the company that K12 was well positioned to cope with 
pandemic-induced conditions given how the education 
market was likely to change and its ability to provide online 
learning services. The plaintiffs allege these statements were 
misleading because a contract was never actually signed. 

The Fourth Circuit found most of the alleged mis-
representations were nonactionable puffery, opinion 
statements or forward-looking statements. The court held 
that the company’s statements reflected “the kind of general 
positivity” investors would not rely on. The panel also found 
the statements amounted to nonactionable opinions because 
the company consistently used the language “we believe” 
when describing its competency. The court found that the 
company’s statement that it was well-positioned during 
the pandemic was about the company’s future economic 
performance and thus a nonactionable forward-looking 
statement protected by the Private Securities Litigation 
Reform Act safe harbor. While K12 never had an executed 
contract with the school district, the court said that the 
plaintiffs never alleged that K12 had a signed agreement. 
Finally, the Fourth Circuit found that while statements 
regarding the contract status, the plaintiffs never plead facts 
giving rise to a strong inference of scienter.  

Case No. 21-2351 (4th Cir. Nov. 22, 2022)
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On the Other Hand…   
Indiana Public Retirement et al v. Pluralsight et al. 
The US Court of Appeals for the Tenth Circuit unanimously 
reversed a district court’s dismissal of a putative securities class 
action against Pluralsight, an online education company. The 
plaintiffs had brought causes of action for alleged violations 
of Section 10(b); SEC Rule 10b-5; Section 20A of the Securities 
Exchange Act of 1934; and Sections 11, 12(a)(2) and 15 of the 
Securities Act of 1933 arising out of what they claimed were 
the company’s false and misleading statements about the 
size and productivity of the company’s sales force. The Tenth 
Circuit reversed and remanded, holding that the Exchange Act 
allegations as pleaded did support an inference of scienter at 
least as compelling as any nonculpable inference.   

In January 2019, the company’s CFO touted the size and 
effectiveness of the company’s sales force to analysts and 
investors, advising that the company’s sales force had grown 
from 80 to about 250 sales representatives over the course 
of several years. Pluralsight was alleged to only have 200 
sales reps. The plaintiffs also pointed to statements in the 
company’s February 2019 Form 10-K in which the company 
stated that it had “a large direct sales force to focus on business 
sales” and had “been able to drive substantial increases in 
the productivity and effectiveness of [its] sales personnel” as 
being false and misleading. 

Finally, it was alleged that the company 
misrepresented their tracking and 

attention to billings by the sales team 
as a way to attract additional investors 

and drive up the sales price.  

The Tenth Circuit reversed the district court’s holding that 
the complaint failed to raise a strong inference of scienter. 
The circuit highlighted the CFO’s statements regarding the 
number of sales reps, with a discrepancy of 50 being a material 
number given the sizes of the sales force. Combined with the 
CFO’s statements that they closely monitored the company’s 
sales force numbers, and that he emphasized that sales force 
capacity to generate billings was at the core of the company’s 
business model “strongly support[ed] the inference that 
[the CFO] knew his January 16, 2019, statement was false or 
misleading when he made it.” The court concluded that the 
district court erred in finding there was no strong inference of 
scienter with respect to this statement. 

Case No.: 21-4058 (10th Cir. 2022)

Oil Company Stock Fraud Suit 
Settlement Approved   
Gruber v. Gilbertson et al. 
A federal judge in New York granted final approval to a roughly 
$14M settlement reached between a class of Dakota Plains 
Holdings Inc. investors and the now-defunct oil transloading 
company’s officers and directors. The judge also reduced 
the potential damages owed by one of the company’s co-
founders. 
 
In June, Michael Reger, co-Founder of Dakota Plains Holdings, 
was found liable for one claim of securities fraud and one 
claim of control person liability for Dakota Plains’ securities 
fraud by a New York federal jury. The jury declined, however, 
to find him liable for a claim of insider trading, according to 
the verdict form.  
 
The lawsuit claimed Ryan R. Gilbertson (the other co-founder) 
and Reger used their secret control of the company to 
artificially inflate its stock price and trigger millions of dollars 
in bonus payments to themselves and others. The named 
officers and directors were accused of being complicit in 
the scheme and failing to disclose material information to 
investors. The US District Judge issued an opinion and ordered 
the judgment against defendant Michael Reger be reduced 
by the $14M settlement amount and offset by 50% to reflect 
Gilbertson’s share of the responsibility in the alleged scheme. 
 
Gilbertson was convicted in 2018 and sentenced to 12 years 
in prison. The class reached a nonmonetary settlement with 
Gilbertson in May in exchange for his testimony during 
Reger’s trial. 
 
The certified class of investors who will receive relief includes 
those who purchased Dakota Plains stock between March 23, 
2012, and August 16, 2016, as well as a subclass of investors 
who bought shares contemporaneously with certain 
defendants. 

Case No. 16-cv-09727 (S.D.N.Y. Dec. 21, 2022)
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SPAC Investors, HEIC, Sued in Delaware   
Luis Diaz Valdez v. Douglas L. Braunstein et al. 
A special-purpose acquisition company that merged with 
online therapy platform Talkspace in 2021 has been hit with a 
class action suit. The proposed class action filed in Delaware 
Chancery Court alleges breaches of fiduciary duty related to 
the combined company’s post-merger plunge in value. The 
proposed class action also accuses the defendants of filing a 
false and misleading proxy statement with the US Securities 
and Exchange Commission in May 2021, alleging that the board 
did not execute the extensive due diligence that it publicized. 
 
In this case, the special purpose acquisition company (SPAC), 
Hudson Executive Investment Corp., or HEIC, announced in 
January 2021 its plan to take public and merge with Talkspace, 
a mental and behavioral health online platform founded in 
2012, in a $1.4B merger. The merger was completed in June 
2021. The complaint alleges that at the time the proxy was 
issued, Talkspace had already been experiencing a “dramatic 
increase” in its advertising costs and was suffering from 
matching and retention problems. The lead plaintiff investor 
states that stockholders who paid more than $10 per share to 
join the investment group wound up with assets worth $0.84 
per share at the time of the filing.  
 
A SPAC raises money from investors in an initial public 
offering and uses the proceeds to acquire businesses. If no 
target business is identified, or no transaction is completed, 
the SPAC is required to liquidate.  

Case No. 2022-1148 (Del. Ch. Dec. 14, 2022) 
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Employment Practices 
Liability
Supreme Court to Hear Two 
Employment-Related Cases 
During this term, the Supreme Court will hear two employment- 
related cases, a wage-and-hour case, and an employer’s petition 
in an ERISA case. 
 
Helix Energy Solutions Group, Inc. v. Hewitt
In Helix Energy Solutions Group, Inc. v. Hewitt, the Supreme 
Court will decide whether a supervisor earning over $200,000, 
paid on a daily basis, still qualifies as a salaried employee.  
 
Hewitt was employed by Helix, a Houston-based oil and gas 
company, as an oil-rig worker. He worked 28 consecutive days, 
for 12 hours each day, and was paid a daily rate ranging from 
$963 to $1,341 per day, for a total of over $200,000 annually. 
Although Hewitt worked 84 hours a week, he was not paid 
overtime wages. After his termination, Hewitt filed a class 
action suit against Helix, alleging that he was owed overtime 
pay under the Fair Labor Standards Act. In turn, Helix argued 
that Hewitt was not entitled to overtime pay because he was 
a “highly compensated employee according to 29 C.F.R. § 
541.601 and was considered a bona fide executive.   
 
The district court granted summary judgment in favor of 
Helix, finding that Hewitt was both an executive and a highly 
compensated employee paid on a salary basis and, therefore, 
was not entitled to overtime pay. Hewitt appealed the decision 
to the US Court of Appeals for the Fifth Circuit, which reversed 
the lower court’s finding, holding that Hewitt was paid on a 
daily rate basis and, therefore, entitled to overtime pay.   
 
On January 7, 2022, Helix filed a petition for a writ of 
certiorari. The United States Supreme Court granted certiorari 
on May 2, 2022. 
 
Oral arguments were held on October 5. The appeal is 
pending before the Court. 

Helix Energy Solutions Group, Inc. et al. v. Michael J. Hewitt, Case 
No. 21-984 (U.S. Oct. 12, 2022)
 

Cintas Corporation v. Hawkins
In Cintas Corporation v. Hawkins, the Supreme Court must 
decide whether arbitration agreements in employment 
contracts requiring employees to arbitrate ERISA claims are 
enforceable, even though the plan was not a party to the 
arbitration agreements. 
 
Cintas is a national uniform and business-supply company. 
Cintas offers its employees a retirement plan. The plan, the 
Cintas Partners’ Plan, is a “defined contribution plan,” which 
means that Cintas, as the plan’s sponsor, selects a “menu” of 
investment options in which the participants may invest. 
Each participant in the plan maintains an individual account, 
which is determined by the participant’s contributions, 
market performance and fees. Under ERISA, all plans must 
have one or more fiduciaries who is responsible for managing 
and administering the plan, setting forth the duties of the 
fiduciaries as the duty of loyalty and the duty of prudence. 
 
Plaintiffs Raymond Hawkins and Robin Lung are Cintas 
employees and plan participants, who entered into various 
employment agreements which contained arbitration 
provisions as well as a provision preventing class actions.   
 
Plaintiffs filed a putative class action against Cintas, the plan’s 
administrator, the Cintas Investment Policy Committee, the 
Cintas board of directors and plan participants, alleging that 
Cintas breached its duties of loyalty and prudence by offering 
the participants the ability to invest only in managed funds, 
rather than more cost-effective passively managed funds, 
and by charging imprudently expensive recordkeeping fees. 
Cintas filed a motion to compel arbitration and stay the 
federal proceedings. The district court denied both motions, 
concluding that the class action was brought on behalf of 
the plan, and therefore the plaintiffs’ consent to arbitrate was 
irrelevant. Additionally, because the plan itself did not consent 
to arbitration, it was not prevented from filing a class action. 
 
Cintas appealed to the Sixth Circuit Court of Appeals, which 
affirmed, holding that the claims are not covered by the 
arbitration provisions in the plaintiffs’ respective employment 
agreements, and that breach of fiduciary claims under 
ERISA belong to the benefit plan and not to individual plan 
participants.   
 
Cintas thereafter filed a petition for writ of certiorari on 
September 12, 2022. 
 
Hawkins v. Cintas Corp., Case No. 21-3156 (6th Cir. Apr. 27, 2022)
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DOL Restored the Totality-of-
the-Circumstances Approach For 
Independent Contractor Classification    
The Department of Labor has issued a new proposed rule 
revising its classification of independent contractors and 
employees under the Fair Labor Standards Act. The 2022 
proposed rule will replace the department’s prior rule 
published in 2021, which departed from the department’s 
longstanding “totality-of-the-circumstances test” and 
imposed a test in which those factors were to be separated 
into a set of “core factors” and “non-core factors.”  
 
The 2021 rule focused on two “core factors” — the nature and 
degree of control over the work and the worker’s opportunity 
for profit and loss. If those core factors resulted in the same 
classification (i.e., both either employee or independent 
contractor), then there was a substantial likelihood that the 
respective classification was accurate for determining the 
worker’s status. The 2021 rule also imposed three additional 
“non-core” factors: (1) the amount of skill required for the work, 
(2) the degree of permanence of the working relationship 
between the worker and the employer, and (3) whether 
the work is part of an integrated unit of production. These 
additional non-core factors were considered in instances 
where “core factors” were at odds. 
 

The 2022 proposed rule would 
do away with the core and non-
core factors and reinstate the 

standard multi-factor “totality-of-
the-circumstances” test, which no 
longer assigns a predetermined 

significance on any factor, and where 
no factor is singularly dispositive. 

The department stated that “[a]fter further consideration, the 
department believes that the 2021 OC Rule does not fully 
comport with the FLSA’s text and purpose as interpreted by 
courts and departs from decades of case law applying the 
economic reality test.” 
 
The Department published the proposed rule on the Federal 
Register on October 13, 2022.  
 
 87 FR 64749  

BIPA Trial Verdict 
Rogers v. BNSF Railway Co. 
A jury in federal court in Chicago returned a verdict for a 
plaintiff class in the first trial of a case involving claims under 
the Illinois Biometric Information Privacy Act (BIPA).   

Plaintiff, Richards Rogers, alleged that his former employer, 
BNSF Railway Co. (BNSF), violated BIPA’s privacy policy, data 
retention/destruction, notice and consent requirements 
when it collected and stored his and other truck drivers’ 
biometric data without obtaining their consent or informing 
them of the company’s data retention policies. He alleged that 
the truck drivers were fingerprinted when entering BNSF’s 
railyards, and that BNSF violated Section 15(b) of BIPA by 
collecting his biometric data without first giving him written 
notice and obtaining his informed consent. 

The jury found that BNSF recklessly or intentionally violated 
BIPA 45,600 times, one time for each member of the class. 

The presiding judge, Judge Matthew 
Kennelly, then entered judgment 

in favor of the plaintiff class and 
against BNSF in the amount of 

$228M, which amounts to  
$5,000 per class member. 

BIPA has been the law in Illinois since 2008. Section 20 of BIPA 
allows individuals aggrieved by a violation of the statute to 
bring a private right of action. BIPA further provides that a 
prevailing party may recover for each negligent violation 
liquidated damages of up to $1,000 or actual damages, 
whichever is greater. The statute also provides that, for 
each reckless or intentional violation, a prevailing party 
may recover liquidated damages of up to $5,000 or actual 
damages, whichever is greater. 

BNSF is likely to appeal the verdict. 
 
Case No. 1:19-cv-03083 (N.D. Ill. Oct. 12, 2022)
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Third Circuit Bolsters Federal 
Whistleblower Protections
Ascolese v. Shoemaker Const. Co. 
On November 30, 2022, the US Court of Appeals for the Third 
Circuit confirmed that the 2010 statutory expansion of the 
anti-retaliation protections for whistleblowers under the False 
Claims Act (FCA) prohibits retaliation against employees who 
undertake lawful efforts to stop a violation of the FCA, even if 
there is no “distinct possibility of an FCA lawsuit being filed.” 
 
The FCA prohibits any person from, inter alia, knowingly 
presenting a “false or fraudulent claim for payment or 
approval” to the US government. The government may 
bring direct action to recover damages resulting from the 
alleged fraudulent claims, or, alternatively, a private plaintiff 
may bring a qui tam action on behalf of the government 
in exchange for an award of up to 30% of the recovered 
funds. The FCA also protects whistleblowers from retaliation 
“because of” conduct protected by the FCA. Prior to 2009, 
protected activity included only lawful acts done by the 
employee… in furtherance of a qui tam action. Known as the 
“distinct possibility” standard, this required plaintiffs to show 
that their employer had notice of the distinct possibility that 
a plaintiff was contemplating filing a False Claims Act suit.   
 
In 2009, Congress extended the whistleblower protections 
to include individuals who lawfully try to stop violations of 
the FCA, without regard to whether the whistleblower files a 
qui tam action. The whistleblower protections were further 
amended in 2010 and extended to the protection of “lawful” 
actions “in furtherance of” either “an action” under the FCA 
or “other efforts to stop one or more violations of” the Act. 
The legislative history and amendments confirm the changes 
were made to “protect[] not only steps taken in furtherance 
of a potential or actual qui tam action but also steps taken to 
remedy the misconduct … whether such steps are clearly in 
furtherance of a potential or actual qui tam action.” 155 Cong. 
Rec. E1295-03, E1300 (June 3, 2009).    
 
In July 2014, the US Department of Housing and Urban 
Development (HUD) awarded a $30M grant to the 
Philadelphia Housing Authority for the construction of 
a housing project. The Housing Authority designated 
Shoemaker Construction Co. and Shoemaker Synterra JV, 
a joint venture, as construction managers for the project, 
which then subcontracted McDonough Bolyard Peck (MBP) 
to oversee quality control. Plaintiff Ascolese worked for 
MBP as the quality assurance/quality control manager for 
the project. During his employment, he observed several 
project deficiencies, following which he advised Shoemaker 
and MBP management that under the circumstances it 
would be wrongful or fraudulent for Shoemaker and MBP 
to be paid government funds and that certifications of their 

contract compliance to obtain payments would be false 
and fraudulent. When neither Shoemaker nor MBP acted in 
response to his internal complaints, Ascolese broke his chain 
of command and informed the Housing Authority’s engineers 
of the deficiencies. Ascolese continued to voice his concerns 
regarding the deficiencies, and MBP thereafter terminated 
his employment. Ascolese believes that his termination 
constituted unlawful retaliation for whistleblowing activities 
protected by the FCA.     
 
Following his termination, Ascolese filed a qui tam action 
on behalf of the government under the FCA alleging that 
MBP and Shoemaker defrauded the government by falsely 
certifying compliance and safety requirements to get paid 
by the Housing Authority. He further alleged that he was 
retaliated against for trying to stop the alleged fraud, which 
was protected activity under the FCA. Ascolese later withdrew 
certain claims applicable to the government after it declined 
to intervene. MBP then moved to dismiss the suit for failure 
to state a claim. The district court granted MBP’s motion to 
dismiss. Ascolese moved for leave to file a second amended 
complaint, which was denied, with the court applying 
the “distinct possibility” standard. They concluded that an 
amended complaint would be futile because Ascolese failed 
to show that MBP was on notice that he would file an FCA 
action or report fraud to the government, or that he acted to 
stop one or more of MBP’s alleged FCA violations. Ascolese 
thereafter filed a motion for reconsideration, which was 
denied. 
 
On appeal, the Third Circuit Court of Appeals determined that 
the district court’s reliance on the old “distinct possibility” 
standard, which required Ascolese to show that MBP had 
notice that he was either contemplating FCA litigation or 
reporting to the government that MBP had committed 
fraud, was no longer the sole basis for liability. The court 
recognized that the 2009-2010 FCA amendments expanded 
the anti-retaliation standard and determined that the 
proper standard was whether Ascolese showed that “(1) he 
engaged in protected conduct (in furtherance of an [FCA] 
action … or other efforts to stop one or more violations of 
the [FCA] and (2) that he was discriminated against because 
of his protected conduct. Armed with the new standard, 
the appellate court determined that Ascolese sufficiently 
pled that he engaged in protected conduct when he went 
outside his chain of command and reported the alleged 
fraud to the Housing Authority. The court also found that 
Ascolese sufficiently alleged that MBP was on notice of his 
efforts to stop MBP and Shoemaker’s alleged FCA violations 
and retaliated against him because he complained to MBP 
and Shoemaker’s management, as well as to the Housing 
Authority’s management. 
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Given the court’s recognition of the 
expanded standard, employers 

should exercise increased care when 
responding to employee complaints 

about potential fraudulent conduct, 
especially when the alleged conduct 

involves government funds.   
 
Case No. 21-2800 (3d Cir. Nov. 30, 2022)

Football Coach May Publicly Pray 
After Football Games  
Kennedy v. Bremerton Sch. Dist.
The US Supreme Court held that a school district infringed 
on the rights of an assistant football coach under the free 
exercise clause of the First Amendment when it suspended 
him for continuing to pray after football games. Plaintiff 
Joseph Kennedy was a high school assistant football coach 
at Bremerton High School. Kennedy, a practicing Christian, 
had a tradition of kneeling and praying on the football field’s 
50-yard line after each game. Many others, including other 
coaches, students and spectators, joined Kennedy in prayer. 
Kennedy also led his team in prayer before each game. The 
school district learned of Kennedy’s tradition of praying and 
told him to keep his addresses to the team secular so as not 
to alienate students who held different religious views and 
practices. 
 
Kennedy temporarily stopped praying; however, he publicly 
challenged the school district’s actions through various media 
avenues and eventually resumed his prayers. The school 
district thereafter placed Kennedy on paid administrative 
leave. Rather than reapplying for his position after his contract 
ended, Kennedy sued the school district, alleging that it had 
violated his rights under the free exercise clause of the First 
Amendment.   
 

The court agreed with Kennedy, holding 
that the free exercise and free speech 

clauses of the First Amendment 
protect an individual engaging in a 

personal religious observance from 
government reprisal; and that the 

Constitution neither mandates nor 
permits the government to suppress 

such religious expression.   

The court implemented a two-step inquiry: (1) the nature of 
the speech at issue and (2) the government must prove its 
interests as an employer outweighs an employee’s private 
speech on a matter of public concern. The court concluded 
that Kennedy’s prayers were private speech, viewing the 
timing of his prayers during the postgame as occurring when 
coaches are free to attend to personal matters. The court 
stated that respect for religious expressions is indispensable 
to life in a free and diverse republic. Here, a government entity 
sought to punish an individual for engaging in a personal 
religious observance, based on a mistaken view that it has 
a duty to suppress religious observances even as it allows 
comparable secular speech. 
 
Case. No. 21-418 (US June 27, 2022)
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Fiduciary

Insurance Giant Faces ERISA Suit 
Popovchak et al. v. UnitedHealth Group Incorporated et al. 
Insurance giant UnitedHealth has been sued by two plan 
participants alleging the company violated federal benefits 
law through a scheme that caused insureds to be overcharged 
for out-of-network medical services.  
 
The lead plaintiffs filed suit against UnitedHealth Group Inc., 
alleging it violated the Employee Retirement Income Security 
Act (ERISA) by dumping steep bills on plan participants for 
out-of-network medical services by utilizing third-party 
repricer services to discount its reimbursement obligation. 
It is alleged that in 2016, UnitedHealth enacted a “shared 
savings initiative” for self-funded plans that featured savings 
fees. The savings fees are calculated by finding the percentage 
difference between the medical provider’s bill and the eligible 
expense covered by UnitedHealth. 
 
The plaintiffs claim UnitedHealth realized that it could use 
repricer data instead of FAIR Health charge data to set far lower 
eligible expenses, allowing it to collect higher savings fees. It 
is alleged that the insurance company doesn’t secure savings 
for anyone through this plan besides itself because medical 
providers haven’t agreed to accept the repriced amount. 
 
They seek to represent a class made up of all participants and 
beneficiaries with competitive fee provisions in their plan 
agreements whose benefit claims for out-of-network services 
were administered by UnitedHealth using repricer data. They 
estimate the class will represent thousands of people. 
 
The plan participants alleged UnitedHealth has earned 
billions of dollars through this scheme at the expense of the 
plan members. 

Case No. 22-cv-10756 (S.D.N.Y. Dec. 21, 2022)

State Farm Settles Class Action Life 
Insurance Suit For $325M 
Rogowski et al. v. State Farm Life Insurance Co.  
A proposed class action was filed in March 2022 against State 
Farm alleging that the insurer was continuing to overcharge 
life insurance policyholders for their cost of insurance, despite 
the carrier losing a similar class action several years ago. The 
suit sought to represent a class of anyone in Missouri who 
owned certain types of State Farm universal life insurance 
policies after the previous jury verdict in June 2018, as well 
as anyone who owned the same policies at any time in nearly 
every other state in the country. 
 
The original class action alleged State Farm was calculating 
policyholders’ cost of insurance rates based on commonly 
used factors such as age and sex but also added other, 
unauthorized factors to determine the rate, resulting in 
higher charges. A federal jury awarded the class of roughly 
43,000 policy holders a total of $34.3M back in 2018, which 
was upheld by the Eighth Circuit in 2020. 
 
State Farm filed a motion to dismiss the non-Missouri class 
allegations for lack of subject matter jurisdiction and argued 
that the class plaintiffs lacked standing to assert claims 
arising under other states’ laws since they didn’t allege that 
they suffered any injury outside Missouri. In November, the 
class plaintiffs filed an unopposed motion for approval of the 
settlement, telling the court they’d agreed to a deal during 
mediation sessions.  
 
The US District Judge granted an unopposed motion for 
preliminary approval of a settlement involving a proposed 
class of roughly 760,000 policyholders. State Farm will pay up 
to $325M to the proposed class members and their attorneys.  

Case No. 22-cv-00203 (W.D. Mo Dec. 16, 2022)
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Financial Institutions

Regulatory Fines Surpass $2B 
Over Wall Street’s Failure to 
Preserve Personal Messaging App 
Communications 
In the Matter of Barclays Capital, Inc. 
As we have reported in prior Claim Journals, the SEC and 
Commodity Futures Trading Commission (CFTC) have 
aggressively pursued major Wall Street firms for their 
recordkeeping failures in preserving employees’ texts and 
other personal messages when discussing business matters. 
The SEC and CFTC recently announced additional fines as part 
of settlements with eleven Wall Street firms. The total fines 
now surpass $2B.

In announcing the settlements, SEC Chair Gary Gensler remarked, 

Finance, ultimately, depends on 
trust. By failing to honor their 

recordkeeping and books-and-records 
obligations, the market participants 

we have charged today have failed to 
maintain that trust... As technology 

changes, it’s even more important 
that registrants appropriately 

conduct their communications about 
business matters within only official 

channels, and they must maintain 
and preserve those communications.   

(SEC Charges 16 Wall Street Firms with Widespread Recordkeeping 
Failures, https://www.sec.gov/news/press-release/2022-174)

The SEC staff’s investigation uncovered “pervasive off-channel 
communications.” The firms cooperated with the investigations 
by gathering communications from the personal devices of a 
sample of the firms’ personnel. These personnel included senior 
and junior investment bankers and debt and equity traders.

From January 2018 through September 2021, the firms’ 
employees routinely communicated about business matters 
using text messaging applications on their personal devices. 
The firms did not maintain or preserve the substantial 
majority of these off-channel communications, in violation 
of federal securities laws. By failing to maintain and preserve 
required records relating to their businesses, the firms’ 
actions likely deprived the commission of these off-channel 
communications in various commission investigations. The 
failings involved employees at multiple levels of authority, 
including supervisors and senior executives.

The following eight firms agreed to pay penalties of $125M 
each: Barclays Capital Inc.; BofA Securities Inc. together with 
Merrill Lynch, Pierce, Fenner & Smith Inc.; Citigroup Global 
Markets Inc.; Credit Suisse Securities (USA) LLC; Deutsche 
Bank Securities Inc. together with DWS Distributors Inc. and 
DWS Investment Management Americas, Inc. Goldman Sachs 
& Co. LLC; Morgan Stanley & Co. LLC together with Morgan 
Stanley Smith Barney LLC; and UBS Securities LLC together 
with UBS Financial Services Inc. Jefferies LLC and Nomura 
Securities International, Inc. each agreed to pay $50M and 
Cantor Fitzgerald & Co. agreed to pay a $10M penalty.

Mr. Gensler stated that the SEC will continue to ensure 
compliance as part of the SEC’s examinations and enforcement 
work. Sanjay Wadhwa, SEC Deputy Director of Enforcement, 
warned that “The time is now to bolster your record retention 
processes and to fix issues that could result in similar future 
misconduct by firm personnel.” Many predict that regulators 
will target midsize broker-dealers, investment advisers and 
hedge funds next.

Administrative Proceeding File No. 3-21164 (SEC September 27, 2022)
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CFPB Appeals to Supreme Court Over 
Stunning Fifth Circuit Funding Ruling 
Community Financial Services Association of America Ltd. 
et al. v. Consumer Financial Protection Bureau et al.

Consumer Financial Protection Bureau et al. vs. Consumer 
Financial Services Association of America Ltd. et al.
The Biden Administration has moved swiftly to appeal a 
Fifth Circuit decision that stunned the financial sector in 
October. The Fifth Circuit decision found that the Consumer 
Financial Protection Bureau’s (CFPB) funding structure was 
unconstitutional and has called into question the past, 
present and future of the CFPB in the Fifth Circuit.

In appealing the decision to the Supreme Court, the CFPB 
stated:

This Court’s review is warranted 
because the court of appeals’ 

decision declared an Act of Congress 
unconstitutional . . . and because 

it threatens to inflict immense legal 
and practical harms on the CFPB, 

consumers and the Nation’s financial 
sector. Given the gravity of those 

consequences and the uncertainty 
that the court of appeals’ decision 

has already created, the United States 
is filing this petition less than one 

month after the decision.

The Fifth Circuit decision held that “Congress’s decision to 
abdicate its appropriations power under the Constitution 
(i.e., to cede its power of the purse to the CFPB) violates the 
Constitution’s structural separation of powers.”

As background, in response to the 2008 financial crisis, 
Congress enacted the Consumer Financial Protection Act, 
12 U.S.C. §§ 5481–5603. The Act created the CFPB as an 
independent regulatory agency housed within the Federal 
Reserve System, and it was charged with “implement[ing]” 
and “enforce[ing]” consumer protection laws to “ensur[e] 
that all consumers have access to markets for consumer 
financial products and services” that “are fair, transparent and 
competitive.” Id. § 5511(a). Congress transferred to the CFPB 
administrative and enforcement authority over 18 federal 
statutes which prior to the Act were overseen by seven 
different agencies. 

As stated by the Fifth Circuit, “the CFPB’s funding scheme is 
unique across the myriad independent executive agencies 
across the federal government.” It is not funded with periodic 
congressional appropriations. Rather, the CFPB receives 
funding directly from the Federal Reserve, which is itself 
funded outside the appropriations process through bank 
assessments. 

The Fifth Circuit decision found this so-called double-
insulation unconstitutional:

So Congress did not merely cede direct 
control over the Bureau’s budget by 
insulating it from annual or other-time 
limited appropriations. It also ceded 
indirect control by providing that the 
Bureau’s self-determined funding be 
drawn from a source that is itself outside 
the appropriations process—a double 
insulation from Congress’s purse strings that 
is “unprecedented” across the government. 
And where the Federal Reserve at least 
remains tethered to the Treasury by the 
requirement that it remit funds above a 
statutory limit, Congress cut that tether for 
the Bureau, such that the Treasury will never 
regain one red cent of the funds unilaterally 
drawn by the Bureau.

The reaction to the Fifth Circuit decision has been swift. 
Defendants in multiple CFPB enforcement cases across the 
country have already sought dismissal or similar relief based 
on the decision. As stated by the CFPB, in its Petition for Writ 
of Certiorari:

New challenges to the Bureau’s rules and 
other actions can be expected to multiply in 
the weeks and months to come. . . Those legal 
consequences have major practical effects. 
The CFPB’s critical work administering and 
enforcing consumer financial protection 
laws will be frustrated. And because the 
decision below vacates a past agency action 
based on the purported Appropriations 
Clause violation, the decision threatens the 
validity of all past CFPB actions as well.

The Supreme Court justices are likely to vote as soon as next 
month on whether to hear the appeal. The CFPB is hopeful 
the case is heard before the current term ends in June.
 
Case No. 21-50826 (5th Cir. Oct 19, 2022)
Case No. 22-448 (US Nov. 14, 2022)
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OCC Releases Bank Supervision 
Operating Plan For 2023
The Office of the Comptroller of the Currency (OCC) released 
its bank supervision operating plan for fiscal year 2023 
on October 6, 2022. The plan provides the foundation for 
policy initiatives and for supervisory strategies as applied 
to individual national banks, federal savings associations, 
federal branches, federal agencies and technology service 
providers. The OCC uses this plan to guide its supervisory 
priorities, planning and resource allocations. 

For FY 2023, examiners will focus on “the impacts of volatile 
economic conditions,” including inflation, increasing 
recession possibilities and rising interest rates. Examiners 
will also consider geopolitical events that may have adverse 
financial, operational, and compliance implications.

Other key areas of heightened focus for supervisory strategies 
in FY 2023 include:

• Strategic and operational planning

• Operational resiliency

• Third parties and related concentrations

• Credit risk management

• Allowances for credit losses

• Interest rate risk

• Liquidity risk management

• Consumer compliance

• Bank Secrecy Act

• Fair lending

• Community Reinvestment Act

• New products and services

• Climate-related financial risks

Wells Fargo Ordered to Pay $3.7B 
For Mismanagement of Auto Loans, 
Mortgages and Deposit Accounts
In the Matter of Wells Fargo Bank
The CFPB recently ordered Wells Fargo to pay $3.7B in redress 
and penalties relating to its mismanagement of auto and 
mortgage product lines, as well as checking and savings 
account fees. Under the terms of the order, Wells Fargo will 
pay redress to the over 16 million affected consumer accounts 
and pay a $1.7B fine.

According to the CFPB, consumers were illegally assessed 
fees and interest charges on auto and mortgage loans, had 
their cars wrongly repossessed and had payments to auto 
and mortgage loans misapplied by the bank. Wells Fargo 
also charged consumers unlawful surprise overdraft fees 
and applied other incorrect charges to checking and savings 
accounts. 

According to a statement from the CFPB, Wells Fargo had 
“systematic failures” in its servicing of automobile loans, 
including incorrectly applying borrowers’ payments, 
improperly charging fees and interest, and wrongfully 
repossessing borrowers’ vehicles. In addition, the bank failed 
to ensure that borrowers received a refund for certain fees 
on add-on products when a loan ended early. These actions 
resulted in $1.3B in harm across more than 11 million accounts.

Over at least a seven-year period, the bank also improperly 
denied thousands of mortgage loan modifications, which in 
some cases led to Wells Fargo customers losing their homes 
to wrongful foreclosures. The bank was aware of the problem 
for years before it ultimately addressed the issue.

Wells Fargo also wrongly charged surprise overdraft fees on 
debit card transactions and ATM withdrawals. The CFPB has 
warned financial institutions against the practice known as 
authorized positive fees since as early as 2015. CFPB Director 
Rohit Chopra announced in December 2021 that the CFPB 
would take action against big banks engaged in unlawful 
overdraft fee practices. The CFPB found that banks were 
collecting more in these fees than in ATM fees and regular 
account service charges.

Administrative Proceeding File No. 2022-CFPB-0011 (CFPB Dec. 
20, 2022)
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Insurance Coverage

California Supreme Court Opines that 
TCPA Claims May be Covered Under 
Commercial General Liability Policies 
Yahoo Inc. v. National Union Fire Insurance Co. of 
Pittsburgh PA 
The California Supreme Court found that the personal injury 
coverage provision in Yahoo’s policy with its AIG insurer is 
ambiguous, saying that commercial general liability policies 
may sometimes cover claims brought under the Telephone 
Consumer Protection Act. 

Yahoo sued AIG in California federal court seeking coverage 
under their general liability policy for multiple proposed class 
actions alleging that Yahoo sent its customers unsolicited text 
messages in violation of the Telephone Consumer Protection 
Act of 1991. The trial court dismissed the litigation, and after 
appeal to the Ninth Circuit, it was referred to the Supreme 
Court, posing the question as to insurability of TCPA claims 
under California law.  

The Yahoo policy was amended via endorsement and 
distinguished between coverage for personal injury offenses 
from coverage for advertising injury offenses. Perhaps most 
importantly, the endorsement also removed a TCPA claim 
exclusion that was in the base form. 

The Supreme Court ruled that the personal injury coverage 
provision in Yahoo’s policy was ambiguous and could not 
be resolved by the standard rules of contract interpretation. 
Commercial general liability policies that provide coverage 
for injuries arising out of the “oral or written publication” 
of “material that violates a person’s right of privacy” may 
also trigger an insurer’s duty to defend if the alleged TCPA 
violation amounts to a right-of-seclusion violation under 
California law, the justices said. 

In considering the argument that the 
language of the policy was ambiguous, 

the justices determined that the 
provisions in the policy must be read 

in a way that is consistent with Yahoo’s 
reasonable expectations of coverage. 

While the court said the question of Yahoo’s expectations 
was to be considered in the lower courts, it was consistent 
with the general proposition that ambiguities in contracts are 
interpreted against the drafter, the contra proferentum rule.    

As Insurers generally draft their contracts to limit or altogether 
avoid the risks and expenses associated with TCPA litigation, 
this ruling is potentially significant, at least regarding 
California entities, where there is an active and aggressive 
plaintiff’s bar. 

Case No. S253593 (Cal. Nov. 17, 2022)

Coverage For COVID Losses Remains 
Elusive  
Goergio Cosani Menswear Inc. et al. v. AmGuard 
Insurance Co. et al. 
The Ninth Circuit rejected an appeal from several California 
businesses seeking to resurrect their COVID-19 coverage 
suit against AmGuard Insurance Co., determining that a 
virus exclusion clearly prevents coverage. The policyholders’ 
arguments that the exclusion doesn’t apply because it wasn’t 
specifically a pandemic exclusion were unpersuasive, the 
panel finding that the language of the exclusion was broad 
enough to include pandemics. 

The panel determined that “There is no question that the 
virus exclusion — which applies ‘whether or not the loss 
event results in widespread damage or affects a substantial 
area’ — bars coverage for pandemic-related losses.”  

The Ninth Circuit has been consistent in dismissing these 
matters where there are clear virus exclusions within the 
policies. In addition, they have consistently rejected the 
argument that the virus exclusion doesn’t apply to losses 
from pandemic shutdown orders. 

More than half of COVID-19-related coverage suits have been 
dismissed at the Federal district court level, and appellants 
have not fared any better before the panels.  

Case No. 22-55541 (9th Cir. Dec. 12, 2022)
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Second Circuit Upholds Applies Crime 
Policy’s Suit Limitation Period 
Sportsinsurance.com, Inc. v. The Hanover Insurance 
Company, Inc.  
The Second Circuit Court upheld a commercial crime policy’s 
suit limitation period in finding that an insured’s coverage 
action was not timely. Sportsinsurance.com discovered the 
loss in 2016, but ultimately did not institute cover litigation 
against Hanover Insurance until 2020, which was outside 
the policy mandated two-year period in which to bring suit 
against the insurer. 
 
In January 2017, Hanover denied coverage for the claim. 
The insured chose to pursue the bad actor, who happened 
to be their CFO, who was ultimately found to have 
misappropriated funds from the company. Sportsinsurance.
com resubmitted the matter to Hanover in 2019, providing 
the legal determination the CFO’s embezzlement in support 
of their claim. Hanover again concluded that the claim was 
not covered (theft by principals such as CEOs, CFOs or owners 
are typically excluded under commercial crime bonds). 
Sportsinsurance.com filed suit against Hanover in 2020. 
 
Hanover moved to dismiss the litigation, arguing that 
Sportsinsurance.com failed to comply with the suit limitation 
provision in the policy, which dictates that a policyholder 
may not bring any legal action against the insurer unless such 
suit is brought within two years from the date you discovered 
the loss.  
 
The Second Circuit agreed with Hanover, finding that the loss 
was discovered back in 2016 when the insured uncovered the 
embezzlement. The court concluded that Sportsinsurance.
com would have had to file the coverage litigation by 2018, 
as per the policy provisions, which it regarded as “especially 
clear language.”    
 
Sportsinsurance.com also argued their coverage litigation was 
timely based on waiver and estoppel arguments. It argued 
that Hanover’s statements that they “remained available to 
consider any additional information should new information 
come to light” and as such that somehow resulted provided 
the insured with additional time to bring their claim. The 
court rejected the waiver and estoppel arguments, finding 
Hanover’s invitation to submit additional information did not 
constitute a waiver of their rights under the policy.   

Case No. 2022 WL 16706941 (2d Cir. Nov. 4, 2022)

Late Notice to Excess Carrier Results in 
Finding of No Coverage 
Harvard v. Zurich 
One of the basic components of a claims-made policy is that 
coverage is almost always predicated upon notification of 
a claim during the policy period. Unlike occurrence-based 
policies which allow the policyholder to go back and submit 
claims under policies that may have expired years before, 
claims-made policies outline very stringent constraints on 
when a claim must be reported after the insured has notice 
of the trigger. With little exception, the window to submit 
a claim usually coincides with the termination date of the 
subject policy.  

What may not be evident is that the excess policies that sit 
over these claims-made primary policies are often follow-
form, meaning they adopt the coverage provisions of the 
underlying policy. In such case, the excess or, in some cases, 
multiple excess layers are claims-made as well. Insureds who 
may not anticipate the ultimate value of a claim or potential 
claim when initially reporting to their primary insurer, and 
who opt to defer reporting to excess layers until is appear 
they may be implicated, may do so at significant risk.  

In 2014, Harvard University was sued by a group claiming that 
the university racially discriminated against Asian students 
in their admissions process. The allegations asserted that 
the university created racial quotas to artificially deflate the 
number of Asian students and increase the number of other 
minority groups in violation of Title VI of the Civil Rights Act 
of 1964.  

Harvard immediately notified their primary policy with AIG, 
but for reasons unclear, failed to concurrently notify their 
excess layer. Harvard ultimately prevailed in the underlying 
federal trial, and the US Court of Appeals denied the 
plaintiff ’s appeal. 

In 2017, Harvard’s broker sent formal notification of the 
complaint to Zurich, their excess insurer. Zurich responded 
by advising that since the first notice of the lawsuit arose in 
2014, notice was not timely, and they disclaimed coverage. 
It is noted that by the time Zurich was notified, Harvard had 
only spent about $2.5M in legal costs, which was just their 
primary retention and still well within the $25M primary 
limits afforded by AIG under their policy.  
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However, plaintiffs in the case petitioned and were granted a 
hearing of the matter by the US Supreme Court. It is estimated 
that by March of 2021, Harvard had fully eroded their $25M 
primary limits on legal costs alone. The oral arguments 
were heard before the Supreme Court in October 2022, and 
Harvard was now demanding that Zurich reconsider its denial 
and offer up its $15M excess coverage.  
 
When Zurich refused to alter their original coverage position, 
Harvard filed suit against them. The basis of their argument 
was that while Harvard had not provided formal notice of 
the claim, Zurich in fact had actual notice of the matter. They 
argued that since 2014, major news outlets had carried the 
story of the lawsuit challenge to their admissions policy. 
Additionally, they argued that many of the individuals working 
at Zurich and involved on the Harvard account would have 
had knowledge of the lawsuit through the news reports and 
that knowledge would have been acquired during the 2014 
policy period.  

In the Summary Judgment Order, the judge was unimpressed 
with Harvard’s argument. The court ruled that the Zurich 
policy provisions were unambiguous, requiring notice within 
the policy period as condition precedent to coverage. There 
was no dispute that Harvard did not give notice to Zurich until 
May 2017, some 18 months after the policy had expired. The 
insured’s failure to notify the insurer within the policy period 
serves to preclude coverage, and Harvard’s case against 
Zurich was dismissed.  

Harvard signaled its intent to appeal the case to the First 
Circuit.

Case No. 21-cv-11530 (Mass. Nov 2, 2022)
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