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Corporations
Delaware Extends Exculpatory
Protections to Corporate Officers
In an important development for Delaware corporations,
Delaware recently amended its laws to now allow for the
exculpation of corporate officers in addition to corporate
directors in certain instances. Previously, the Delaware General
Corporation Law only allowed exculpation for directors.
Delaware has now extended this exculpatory protection
to senior officers as well in certain scenarios. Corporations
may now include in their certificates of incorporation “a
provision eliminating or limiting the personal liability of a
director or officer to the corporation or its stockholders for
monetary damages for breach of fiduciary duty as a director
or officer.”1 Generally corporations may now extend these
protections to their CEO, COO, CFO, CAO, chief legal officer,
president, controller, treasurer and other executive officers.
Exculpation provisions are not an absolute shield, and this
new change still allows for oversight of corporate officers to
ensure that they are upholding their fiduciary duties to the
corporation and its shareholders.

Most notably, the extended exculpation
protection does not protect officers
from derivative claims brought against
them by or on behalf of the corporation
for breach of fiduciary duty.
There are other important restrictions to the exculpatory
protection. Both directors and officers can still be held liable for:
•

Any breach of loyalty to the corporation or its stockholders.

•

Acts or omissions not in good faith or which involve
intentional misconduct or a knowing violation of law.

•

Any transaction which the director or officer derived an
improper personal benefit.

The change went into effect on August 1, 2022, under Section
102(b)(7) of the DGCL. However, the exculpation for officers
is not automatic as of August 1. Delaware corporations must
amend their certificates of incorporation to afford officers
similar protections as those given to directors.
From an insurance risk standpoint, the exculpatory
protection of officers may also result in lower insurance
premiums and retentions. Corporations can now put forth
these officer defenses if and when lawsuits are brought and
thus lower their litigation costs and potential reputational
harm. Further, we expect that in-demand officers will push
for these corporate protections.
DGCL Section 102(b)(7)

Breach of Duty Litigation Against
SolarWinds Board Dismissed

Construction Industry Laborers’ Pension Fund v. Bingle
The well-publicized and far-ranging Sunburst Attack against
SolarWinds in 2020 spawned numerous lawsuits. In this
attack, hackers stole the proprietary information, intellectual
property and emails from approximately 18,000 of the
company’s clients. SolarWinds’ share price declined nearly
40% once news of the attack became public. Shareholder
securities class actions and derivative claims quickly followed.
In the derivative suit, the plaintiff alleged the board failed to
prepare for such an attack by not implementing or overseeing
adequate monitoring systems for such cybersecurity risks.
SolarWinds sought to dismiss the complaint.
The court granted the motion to dismiss, finding that the
plaintiff failed to establish that the board’s conduct was so
egregious as to satisfy the stringent pleading standards to
establish a claim alleging a breach of the duty of oversight.
The court stated for the plaintiff to have successfully pled their
claim, they would have had to establish failure by directors to
impose the monitoring system for reporting such a cyber risk
or failure to act knowing of red flags and that their inaction
would constitute bad faith.

Given that cyberattacks, in their many different forms,
have become commonplace these past several years, most
companies have acted in good faith to protect themselves
as best as they can. Companies that are entrusted with client
and customer information have greater responsibility to
protect this information. While the measures in place failed
to prevent the attack, the court determined the plaintiff
presented no evidence that the board willfully disregarded
these risks and did not attempt to address them in a good
faith manner.
This decision by the court should give some comfort to
directors and officers who are diligent in assessing cyber
threats, and make good faith efforts to implement and
oversee measures to prevent or minimize the impact of such
attacks, in order to protect the company.
Case No. 2021-0940-SG (Del. Ch. Sept. 6, 2022)

Poultry Companies Settle
Multimillion-Dollar Class Action Suit
USA v. Cargill Meat Solutions Corporation et al.

The Department of Justice filed an antitrust lawsuit against
poultry processors Cargill, Sanderson Farms and Wayne
Farms for engaging in a years-long conspiracy to exchange
information about wages and benefits for thousands of
workers at poultry processing plants, ultimately allowing
them to suppress their pay. The companies run roughly two
hundred poultry plants in the United States.
By exchanging worker pay information, the DOJ said the
companies violated the Sherman Act, which Congress passed
in 1890 in order to preserve free and unfettered competition
as the rule of trade. Sanderson and Wayne Farms were also
accused by the DOJ of violating the Packers and Stockyards
Act by using a tournament system to determine a base
pay for their chicken growers based on how they perform
compared to other growers. A number of companies in the
litigation, including Sanderson, had argued that because the
named plaintiffs were hourly chicken processing workers,
they lacked standing to sue over the alleged conspiracy’s
impact on salaried and turkey processing jobs. This argument
was rejected in March 2021.
Cargill Meat Solutions, Sanderson Farms and Wayne Farms
will pay a combined total of $84.8 million to settle these
allegations. Through the agreement, Sanderson Farms will
pay $38.3 million in restitution, Wayne Farms will pay $31.5
million and Cargill will pay $15 million. The poultry workers
have already settled with several other companies. To date,
they have recovered a total of $134.6 million.

The DOJ filed proposed consent decrees with the companies,
which would bar them from sharing competitively sensitive
information about their employees’ pay. As part of the
proposed consent decrees, Sanderson and Wayne would
be required to disclose transparency rules to growers. The
poultry processors would also be prohibited from reducing
growers’ base payments based on relative performance and
retaliating against growers who report antitrust concerns to
the government.
The announcement of antitrust action against the three
poultry giants lets the DOJ make a statement about targeting
anticompetitive behavior in the poultry space.
Case No. 22-cv-01821 (D. Md. July 25, 2022)

Securities Exchange Commission Files
Another Suit Involving Cryptocurrency
SEC v. Dragonchain, Inc.

A cryptocurrency company is facing assertions and allegations
by the Securities and Exchange Commission that certain crypto
assets fit the legal definition of securities, requiring greater
levels of federal regulation and scrutiny than commodities
do. The SEC’s push to treat crypto assets as securities led to
a separate lawsuit filed against a former Coinbase employee
who was charged with insider trading of cryptocurrency.
The SEC has filed suit against Washington-based cryptocurrency
company Dragonchain, Inc., founder John Joseph Roets,
and two other affiliated companies and organizations he
controls. The SEC alleges that it engaged in the illegal sale of
unregistered crypto asset securities offerings through its 2017
initial coin offering and subsequent sales of its DRGN tokens
totaling $16.5 million.
After four years of communications between the SEC and
Dragonchain, the investigators recommended pursuing the
crypto company. The SEC believes that Roets, Dragonchain
and the foundation conducted the unregistered offering in
two phases. A discounted “presale” to members of a crypto
investment club, and an initial coin offering marketed to
crypto investors.
The SEC charges the defendants with violating Sections 5(a)
and (c) of the Securities Act of 1933. The SEC seeks permanent
injunctions, disgorgement with prejudgment interest, and
civil penalties against and conduct-based injunctions against
each defendant.
Case No. 22-cv-01145 (W.D. Wash. Aug. 16, 2022)
Sources
1
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Legislation Document (delaware.gov)

Cyber
Cyber Insurer Disclaims Coverage Over
Insured’s Failure to Utilize MFA Despite
Application Stating Otherwise
Travelers Property Casualty Co. of America v.
International Control Services Inc.

Multifactor authentication is an electronic means of
authenticating an identity and allowing access to secure
resources such as applications, email or a virtual private
network (VPN). It requires the user to provide multiple pieces
of evidence before enabling the user to access the system,
even if the user has a valid password. It is considered a highly
effective security measure to prevent unauthorized access.
In May 2022, policyholder International Control Services
suffered a ransomware attack. Hackers were able to gain
access to and infect their servers with a virus. International
Control had purchased a cyber policy with Travelers a month
prior and submitted a claim for their costs and damages.
As Travelers began investigating the claim, they determined
that the ransomware attack was due in part because the
insured had no MFA setup to protect their servers.
Upon applying for coverage, International Controls had filed
an application which was signed by both their CEO and head
of Internet Security attesting to the fact that they employed
MFA. However, International was only utilizing MFA to
protect their firewall and did not use it for any of their other
resources, including their servers. Upon discovery of this
lapse, Travelers returned the insured’s premium and filed a
declaratory judgment action in federal court.

Although the insured was utilizing MFA for
their firewall protections, Travelers argued that
this was woefully insufficient, and its other
digital assets remained unprotected.
This, they argued, was a material misrepresentation on the
application. The insurer stated that had they been aware of
the actual security conditions they would not have written
the policy. Travelers requested the court rule that due to this
misrepresentation, the policy contract be rescinded, voided, and
that Travelers not have duty to defend or indemnify the insured.

Court Rules against Cyber Insurer
in Attempt to Subrogate After
Ransomware Attack
Aspen American Insurance v. Blackbaud, Inc

In late August 2022, Travelers and the insured reached an
agreement stipulating that the policy shall be voided with
no defense or indemnity obligations placed upon the insurer.
Both sides will pay their own expenses and International
Controls will have to respond to the attack without the
benefit of insurance.
Travelers, along with most cyber insurers in the market are
now requiring their insureds have an effective MFA system in
place before even considering placing coverage. This case is
believed to be the first instance where an insurer has moved
to rescind coverage based upon an insured’s failure to employ
MFA as a part of their controls.
Case No. 22-cv-2145 (C.D. Ill. July 6, 2022)

T-Mobile Agrees to Settle Cyberattack
Class Action for $500 Million
Richard Halpern, et al., v. T-Mobile USA, Inc.

T-Mobile has agreed to settle a data security incident
stemming from a cyberattack in which the hackers stole
information relating to past, current and prospective users.
T-Mobile confirmed that the hackers obtained personal
privacy information such as Social Security and driver’s
license numbers of at least 76.6 million people as a result of
the cyberattack.
To settle the class-action lawsuit T-Mobile has agreed to pay
$500 million. This includes $350 million payment to class
members and related legal costs. This amounts to a one-time
payment of about $6.50 for each compromised individual.
T-Mobile also agreed to invest an additional $150 million in
data security and cybersecurity technology in 2022 and 2023.
In the aftermath of the breach, the company offered two
years of free identity protections services with McAfee’s ID
theft Protection Service.
This massive data breach is widely regarded as the largest
carrier breach on record and the company’s fifth security
incident in three years. T-Mobile has assumed no admission of
liability as part of the settlement. The company expects final
court approval in December 2022.
Case No. 21-cv-01226 (W.D. Mo. July 22, 2022)
NFP 2022 Third Quarter Overview | 6

Blackbaud is a cloud computing company that provides
fundraising database software for nonprofit organizations,
healthcare organizations, educational institutions and
religious organizations. Their leading software assists clients
with marketing, fundraising and accounting.
In February of 2020, Blackbaud sustained a ransomware attack
which exposed data belonging to several clients located in
the US, Canada and Europe. Blackbaud ultimately paid the
ransom in exchange for confirmation that the sensitive data
including Social Security numbers, passwords and banking
information had been deleted.
Upon learning of the breach, Blackbaud client Trinity Health
Corporation submitted a claim through their cyber insurer,
Aspen Insurance. Trinity had contracted with Blackbaud
to maintain both patient and donor information on their
servers. Aspen paid out a Privacy Breach claim to Trinity for
services such as credit monitoring, call centers, legal counsel
fees, computer systems and data recovery services, and data
migration services.
In December 2021 Aspen filed a subrogation action against
Blackbaud arguing that the breach was due to inadequate
security measures implemented by the defendant. They cited
that the Blackbaud system was obsolete and that multiple
Blackbaud employees had warned their employer the system
had insufficient safeguards. Blackbaud filed a Motion to
Dismiss the action arguing the plaintiff failed to state a claim
upon which relief could be granted.
Judge Jon Deguilio agreed with the defendants in his
dismissal of the case stating that plaintiffs failed to articulate
how the expenses they incurred were causally related to the
breach. In his opinion, the judge makes several statements
which underscore his decision.
Plaintiffs include allegations explaining how they
believe Plaintiffs’ conduct caused the breach, but
they fail to include any allegations explaining why the
breach led to them making these expenditures. For
each Count, Plaintiffs have a conclusory allegation
that “as a direct and proximate result of Blackbaud’s
breaches . . . [defendants] suffered damages” and
that the “Remediation Damages [were] necessitated
by the Incident.” (DE 6 ¶¶ 109–150.) However,
without any allegations explaining why they had to
spend these amounts, the Court is left to speculate
how Blackbaud’s breaches caused Trinity Health’s
Remediation Damages: was Trinity Health’s own data
compromised in the attack, exposing them to a risk
7 | NFP 2022 Third Quarter Overview

of valuable lost information it hoped to reduce in
advance by making these expenditures? Or did the
loss of Trinity Health’s donor and patient data pose a
threat to Trinity Health’s reputation, which it hoped
to restore with the expenditures by demonstrating
to its donors and patients that it was taking the
data breach seriously? Perhaps Plaintiffs, knowing
that these expenses were largely covered by their
insurance plan, paid for them in an abundance
of caution? In the absence of further allegations
fleshing this out, Plaintiffs cannot “plausibly suggest”
that the alleged contractual or fiduciary breach was
a “substantial factor” contributing to their damages
or that the alleged negligent or fraudulent acts
proximately caused them to pay for call centers,
credit monitoring, legal counsel, computer systems
recover, data recovery, and data migration services.
The court also noted that the Seventh Circuit had previously
ruled that harm caused by identity information exposure,
coupled with costs to guard against identity theft did not
constitute a compensable injury under negligence or contract
claims in Indiana.
While the court did grant Blackbaud’s motion to dismiss with
prejudice, they also granted Aspen’s motion to amend their
complaint. So, while Aspen will get another opportunity to
state their case, the court has seemingly signaled efforts
to remediate or mitigate potential future damages do not
constitute direct and proximate recoverable damages. It
appears Aspen will have its work cut out for them.
Case No. 3:22-cv-44 (N.D. Ind. Aug. 30, 2022)

Employment Practices
Joint Employment will expand if new
NLRB Rule adopted
The National Labor Relations Act employs a “right to control”
test in determining joint employment, and this standard has
been upheld by federal courts on numerous occasions. While
the “right to control” test itself has remained constant, how
such control is defined has changed a few times over the past
decade, unsurprisingly, along party lines. How an employer will
“share or codetermine those matters governing employees’
essential terms and conditions of employment” is the provision
that is at issue.
The existing rule states:
An entity must possess and exercise such substantial
direct and immediate control over one or more
essential terms or conditions of their employment as
would warrant finding that the entity meaningfully
affects matters relating to the employment
relationship with those employees.

Healthcare Firm and Executive
Indicted in Nurse Wage-Fixing Case
US v. Hee et al.

A healthcare staffing firm and former executive have been
indicted in a federal antitrust case alleging they fixed wages
of nurses working in Las Vegas Schools and agreed not to
hire the nurses from each other. The Department of Justice
stated that the agreement between the defendants and an
unnamed competitor to not recruit and suppress wages is
clearly illegal and a violation of the Sherman Anti-Trust Act.
A Sherman Act violation can result in 10 years in prison and a
$1 million fine for Mr. Ryan Hee and a fine of $100 million or
more for the corporation.
The Department of Justice indictment against VDA and
Hee is only one of a number of recent indictments alleging
employee no-poach and wage-fixing agreements between
competing employers. The DOJ started filing criminal laborside antitrust cases in late 2020, but the agency has yet to win
a conviction either through a verdict or a plea.

The proposed change states:
for an employer to possess the authority to control
(whether directly, indirectly, or both), or to exercise
the power to control (whether directly, indirectly, or
both), one or more of the employees’ essential terms
and conditions of employment.

Although judges have denied dismissal bids
from the defendants and agreed to let those
prosecutions proceed to trial, juries have been
less sympathetic to the claims.

The new rule, if adopted, would represent a significant change
in the employment relationship as it would not require direct
control over the employee. Expanding joint employment
based on indirect authority or power to control an employees’
terms and conditions of employment would increase an
entity’s risk of being named as a joint employer in litigation
brought by employees.

Previously, a Texas jury acquitted the former owner and the
former clinical director of a physical therapist staffing company
of charges of orchestrating a wage-fixing scheme, though the
jury did convict the owner of obstructing the government’s
investigation. In addition, a Colorado jury acquitted the kidney
dialysis company DaVita Inc. and its former chief executive in a
case alleging they conspired with three other companies not
to hire each other’s senior-level employees.

The ability for plaintiffs to name an entity as a joint employer
may not only impact those entities, but the insurance market
as well, as more claims under employment practices liability
insurance policies are likely to result. More claims tend to result in
more defense costs and paid loss under policies, and we expect
insurers would have to revise their underwriting for these risks.

However, VDA OC is handing the DOJ it’s first-ever win in a
criminal labor antitrust case after entering a guilty plea for
conspiracy to fix wages.
Case No. 21-cr-00098 (D. Nev. Sept. 1, 2022)

West Virginia Case Emphasizes FMLA
Notice Requirements
Fairmont Tool Inc. v. Opyoke

The West Virginia Supreme Court issued a decision that
emphasized the importance of the Family Medical Leave Act’s
(FMLA) notice requirements. The FMLA requires an employer
to provide employees with certain information about FMLA
leave, commonly referred to as the notice requirements.
In Opyoke, the company failed to provide the requisite notice
and eligibility paperwork to the employee for months after
the employee had requested FMLA leave. After a significant
delay, Fairmont Tool advised Mr. Opyoke of his eligibility for
FMLA leave and provided the employee with the required
notices. After the employee received the requisite FMLA
paperwork, he was laid off as part of a reduction in force. Mr.
Opyoke sued the employer for wrongful discharge, FMLA
retaliation, and FMLA interference, but the circuit court
dismissed the wrongful discharge and retaliation claims.
Generally speaking, once an employee makes a request for
FMLA leave, the employer must provide three sets of notices:
•

The eligibility notice, which advises the employee as to
the eligibility of requested leave.

•

The rights and responsibilities notice, which advises the
employee of their obligations under the FMLA and the
consequences for failure to meet them.

•

The designation notice, which advises the employee
whether the FMLA leave is approved, and the amount
of leave that will be designated as FMLA and counted
against that 12-week entitlement.

The notices must be sent in short order, generally within
five days of the FMLA leave request and determination of
eligibility. Delays in meeting these requirements can (and
often do) lead to claims being made alleging an employer
interfered with the employee’s rights under the FMLA. Such
interference claims generally do not require the employee to
show any intentional interference or delay by the employer.
Rather, they only need to establish there was a technical
violation of the reporting requirements.
The good news for the employer is that while the timeline
requirements may be stringent, potential strict liability
consequences are less likely. Employees making a claim
under the FMLA must prove that they were prejudiced by the
employer’s violation of the statute, and the statute does not
provide any relief unless the employee loses compensation or
benefits by reason of the violation.

We will be tracking what changes the NLRB may make, and
report on how such may impact our clients.
NFP
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In the referenced litigation, Fairmont Tool moved for
judgment as a matter of law on Opyoke’s interference claim,
arguing that, while the employer did technically violate the
FMLA’s notice requirements delaying the paperwork, he had
not presented evidence that this violation actually caused
him any harm. The circuit court denied the motion, and the
employer appealed. After review, the West Virginia Supreme
Court held that the employee had in fact failed to offer any
evidence that he would have structured his leave differently
had he been provided with he notices in a timely manner.
The Supreme Court reversed the jury verdict in favor of the
employee and held that, in addition to the elements above,
an employee must prove that he or she was prejudiced by the
employer’s violation of the statute.
FMLA violations are routinely listed within the definition
of “Wrongful Employment Practices Act” in employment
practices liability (EPL) policies, and as such employers
may look to their EPL insurers for assistance in defending
themselves against these allegations. Self-insured retentions
under EPL policies can be significant though. In times
such as these, with the pandemic(s) and the high cost of
healthcare and nursing facilities, employees are often faced
with the prospect of having to take time off work to care
for themselves or family members. Having an effective and
efficient process for receiving and evaluating FMLA requests
can save employers a lot of time and money and mitigate
the risk of litigation.
Case No. 20-1042 (W.Va. June 9, 2022)

Illinois Healthcare Workers Agree to
$10M settlement
Jane Does et al. v. NorthShore University HealthSystem
During the pandemic, Northshore University HealthSystem,
the third largest healthcare system in the state of Illinois
enforced a COVID-19 vaccine mandate for all its employees.
Those employees who refused to conform to the mandate
were summarily terminated from their positions.
In October 2021 several of the affected employees filed a class
action suit claiming their employer illegally failed to grant
religious exemptions to those who presented them. There
were approximately 500 employees who fit into the category
of either being forced to resign, being terminated or forced to
receive an injection to avoid termination.
A settlement agreement was filed with the court on July
29, 2022. Under the terms of the agreement, NorthShore is
required to pay $10,337,500 into a settlement fund for the
affected employees. The employer will also be required to alter
its vaccine policy to provide accommodations for those with
sincerely held religious beliefs. Those terminated employees
will also be eligible for rehire. Liberty Counsel, the firm which
provided legal services for the plaintiffs is requesting $2M
from the defendants for legal fees.

This case represents the first major victory for employees of
private employers which enforced absolute vaccine mandates.
Horation Mihet, VP of legal affairs at Liberty Counsel asserts
that the “settlement should serve as a strong warning to
employers across the nation that they cannot refuse to
accommodate those with sincere religious objections to
forced vaccination mandates”. It remains to be seen however
if other states will side with the employees.

Employers with multi-state operations may want to consult
with outside expert employment/labor counsel to discuss
obligations and risks particular to Florida should the
injunction be lifted.

A similar action was filed in Maine against several large
healthcare networks there. That matter was recently dismissed,
although Liberty Counsel has indicated it will appeal.

Individual Officer Held Liable For Loss
In California Unpaid Wage Litigation

Case No. 21-cv-5683 (N.D. Ill. July 29, 2022)

California Labor Code section 558.1, of the California Labor
Code provides that “any employer or other person acting on
behalf of an employer who violates, or causes to be violated”
certain provisions of the Labor Code “may be held liable as the
employer for such violation.” In a decision handed down by an
appellate court in California, the court ruled that a company
CEO/CFO could be held personally and individually liable for
unpaid wages to two individuals.

Florida Employers Advised to Proceed
with Caution after Court Temporarily
Blocked Enforcement of Florida’s
Individual Freedom Act
Honeyfund.com Inc. v. Ron Desantis, et al.

In April 2022, Florida Governor Ron DeSantis signed into law
the Individual Freedom Act (IFA), more commonly known
as the Stop the Wrongs to Our Kids and Employees (WOKE)
Act, with an effective date of July 1, 2022. The law expanded
Florida Statutes Section 760.10 of the Florida Civil Rights Act
to provide that it is discriminatory to subject a person, as a
condition of employment, to training that endorses various
race- and sex-based concepts. IFA provides a private cause
of action to employees after exhausting their administrative
remedies if such employees are required by an employer to
participate in any workplace training that promotes various
viewpoints concerning sex, color, race, sex or national origin.
Employers with Florida employees have been advised
to proceed with caution in assigning employee training
programs. If companies with multistate operations continue
to require the same employee training programs to employees
without regard to location, they risk complaints and lawsuits
from employees in Florida. Employers should note that this
new law only prohibits activity that is considered required.
Honeyfund.com, Inc filed a civil rights lawsuit against
Governor Ron DeSantis, et al. in June 2022 alleging that the
IFA violates the first amendment. On August 18, 2022, the US
District Court for the Northern District of Florida temporarily
blocked enforcement of the Individual Freedom Act, against
employers by the Florida Commission on Human Relations
and the Florida attorney general. The court also denied a stay
of the injunction pending a likely appeal by the state, so the
injunction remains in place for the foreseeable future.

language seek to hold Ms. LaPaille as the person acting on
behalf of an employer, and as such may be held liable as the
employer for such violation. The matter has been remanded
back to the superior court for calculation of the unpaid wages
and waiting time penalties due the plaintiffs.

Case No. 4:22-cv-00227 (N.D. Fla. Aug. 18, 2022)

Seviour-Iloff v. Lapaille, et al

The plaintiffs entered into an arrangement with the Bridgeville
Properties, Inc. and its CEO/CFO Cynthia LaPaille where they
would provide certain services to BPI in exchange for free
rent. After a falling out with Ms. LaPaille, the plaintiffs sued for
unpaid wages, pursuant to Labor Code Section 558.1.
Having petitioned the CA Division of Labor Standards
Enforcement, the Labor Commissioner ruled that Bridgeville
ruled in the plaintiff’s favor, holding LaPaille personally
liable, assessing damages, liquidated damages and penalties.
LaPaille and Bridgeville appealed that ruling to the state
superior court, who agreed that the plaintiffs were owed
wages, but excused BPI and LaPaille from penalties and
liquidated damages. The plaintiffs appealed the superior
court’s decision.
A three-judge panel ruled the superior court erred in declining
to impose personal liability on Ms. LaPaille. The appellate
judges found that Section 558.1 defines a “person acting on
behalf of an employer” as “a natural person who is an owner,
director, officer, or managing agent of the employer.” The
term “managing agent” includes corporate employees who
exercise substantial independent authority and judgment
in their corporate decision making and whose decisions
ultimately determine corporate policies. As such, Ms. LaPaille
was liable. The court did note that the free rent given to the
plaintiffs is a form of remuneration, and could be factored
into the wage calculations.
Ms. LaPaille did not dispute that she did not pay the plaintiff’s
wages. The appellate court said section 558.1 allows
individuals to file a private right of action, and as per it’s plain
NFP 2022 Third Quarter Overview | 10

Given the modest nature of BPI, and the multiple
responsibilities held by Ms. Paille, the plaintiffs had an easy
time connecting the individual to the Labor Code violations
as they negotiated directly with her. Small business
owners should be careful when entering into alternative
compensation agreements, to make sure they are not
running afoul of labor laws. A review of state guidelines and
consultation with labor counsel can help employers stay on
the right side of the law.
Case No. A163503 (Cal. Ct. App. June 28, 2022)

Department of Labor Pushes Against
Arbitration of ERISA Claims

Harrison v. Envision Management Holding Inc. Board et al.
The US Department of Labor filed an amicus brief in support
of an individual’s successful challenge to his employer’s
arbitration provision before the Tenth Circuit, arguing the trial
court was correct in allowing workers to file suit under ERISA.
Robert Harrison sued his employer, Envision Management
Holding Inc., for violations of ERISA alleging the company
inflated its worth when selling stock to the employee stock
ownership plan in a $163.7 million transaction. The company
sought to have the matter go to arbitration pursuant to
an arbitration agreement. The trial court ruled that ERISA
permits Harrison to sue on behalf of the entire plan, and the
employer appealed.
The Dept. of Labor argued generally that arbitration
agreements that waive employees’ rights under statute
to obtain a recovery for alleged violations of the law are
unenforceable, and that ERISA allows plan participants to sue
for breach of fiduciary duties under the act. The Dept. of Labor
said this premise has been upheld by the US Supreme Court,
most recently in the Viking River Cruises Inc. v. Moriana case
(which was a topic in our Q2 claim journal). The amicus briefs
argued the Supreme Court ruled that the Federal Arbitration
Act does not prevent all forms of representative actions from
moving forward when an arbitration agreement is present.
We will continue to monitor developments in this matter.
Companies should be prepared to review and assess
arbitration agreements within employee contracts and
determine whether or not they would be enforceable.
Case No. 22-1098 (10th Cir. Sept. 7, 2022)
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Financial Institutions

Class Action Filed Alleging Bank
Failed to Learn from Past Cyber Attack
and had “Nonchalant Approach” to
Cybersecurity

Wells Fargo Agrees to Pay DOL $145M
Over ESOP Probe and Subsequently
Hit With Employee Class Action
Lawsuit Alleging $400M in Damages

A Michigan-based bank is facing a purported class action
lawsuit regarding a December 2021 data breach, which
alleges that it failed to learn from a previous December 2020
data breach and demonstrated a “nonchalant approach” to
cybersecurity.

The Department of Labor announced a settlement with Wells
Fargo and GreatBanc Trust Company – a plan trustee – that
recovers more than $131.8 million for the retirement plan’s
participants after a department investigation found that the
fund overpaid for company stock purchased for the plan from
2013 through 2018. Wells Fargo also agreed to pay a penalty
of nearly $13.2 million as part of the settlement. Following
the announcement of the settlement, former Wells Fargo
employees filed suit against Wells Fargo alleging “corporate
self-dealing at the expense of the retirement savings of
company employees.”

McLaughlin v. Flagstar Bancorp Inc. et al

SEC hits Financial Institutions for
Identity Theft Prevention Violations
SEC v. J.P. Morgan Securities LLC ,
SEC v. UBS Financial Services, Inc.,
SEC v. Tradestation Securities, Inc.

Financial institutions are common targets for cybercriminals
and have been advised by the Securities Exchange
Commission (SEC) to take proactive measures to protect
customer accounts. This includes implementing policies and
procedures to adequately respond to detected identity theft
red flags. The SEC has set forth programs that companies
must follow, including the Identity Theft Red Flags Rule, or
Regulation S-ID. Regulation S-ID is designed to help protect
investors from the risks of identity theft.
The SEC separately charged lenders J.P. Morgan Securities LLC,
UBS Financial Services Inc., and online broker TradeStation
Securities, Inc. for deficiencies in their programs. It is alleged
that between 2017 to 2019, the firms’ programs did not
include reasonable preventive measures to surface red flags
in connection with customer accounts. The SEC’s orders find
that each firm violated Rule 201 of Regulation S-ID.

Without admitting or denying the SEC’s
findings, each firm agreed to cease and
desist from future violations of the charged
provision, to be censured, and to pay the
following penalties: JPMorgan: $1.2 million;
UBS: $925,000; and TradeStation: $425,000.
These three firms are all alleged to have failed the proper
oversight in the implementation of the program.
As we have previously reported, there are separate
regulatory actions being taken against JPMorgan, Bank
of America, Morgan Stanley and several other large banks
over their failure to monitor employees using unauthorized
messaging apps. Overall, fines related to these deficiencies
total $1 billion.

Jury First to Find in Favor of
Policyholder in COVID-19 Coverage
Case Awards $48M

Baylor College of Medicine v. XL Insurance America Inc. et al
Baylor College of Medicine was recently awarded $48
million by a Texas jury in its COVID-19 coverage lawsuit
against several Lloyd’s of London syndicates. This is the first
jury verdict to award a policyholder in a COVID-19 business
interruption lawsuit.
After a three-day trial, the jury awarded Baylor $42.8 million
in lost profits, about $3.3 million in extra expenses for items
such as personal protective equipment and Plexiglas barriers,
and about $2.3 million in damage to Baylor’s research projects.
Baylor remained open as a clinical hospital and thus argued
that it continually had infected people on its property during
the insurance policy period.
The trial judge previously denied Lloyd’s summary judgment
motion, finding that it was a question of fact whether
COVID-10 caused direct physical loss of or damage to the
insured property. In contrast, the judge granted summary
judgment to Baylor’s other insurers, XL Insurance America
and ACE American Insurance, finding that their policies
explicitly included the term “virus” in their pollution and
contamination exclusion.
The verdict will be appealed.
The case and jury verdict highlights that not all COVID-19
coverage cases are the same and although many insurers
continue to win these cases and have them dismissed, there
can be arguments for coverage under certain types of policies.
It also highlights the differences in a judge versus jury trial.
Case No. 2020-53316 (Tex. Dist. Ct. Aug. 31, 2022)

According to the complaint, in December 2021, cybercriminals
bypassed Flagstar Bancorps’s security systems and gained
access to consumers’ personally identifiable information (PII).
Flagstar became aware that cybercriminals had accessed the
PII in June 2022. The stolen PII included 1.5 million consumers’
names, Social Security numbers, addresses, Tax ID numbers,
dates of birth, and financial account information and numbers.
The complaint alleges that Flagstar’s use of outdated and
insecure computer systems and software were easy to hack
and that it failed to maintain adequate security measures and
an up-to-date technology security strategy. The complaint
alleges that this demonstrated a willful and conscious
disregard for privacy by Flagstar.
Plaintiff further states that Flagstar’s “failure to learn” from
a previous December 2020 data breach demonstrated its
“nonchalant approach to cybersecurity and its institutional
disregard for consumer data protection.” Flagstar previously
agreed to pay $5.9 million to settle a different case relating to
the earlier breach in which customers’ data was at risk due to
the hacked Accellion file-transfer product.
The complaint also alleges that Flagstar’s failure to timely
detect and report the data breach made its consumers
vulnerable to identity theft without any warnings to
monitor their financial accounts or credit reports to prevent
unauthorized use of their PII. Flagstar’s breach notice
obfuscated the nature of the breach and the threat it posed,
including underplaying the breach’s severity.
The complaint brings claims for negligence, breach of implied
contract, invasion of privacy and violations of the Washington
Consumer Protection Act and the Washington Data Breach
Disclosure Law.
The suit raises questions regarding financial institutions’
duty to learn from past cyber incidents and reiterates the
importance of taking cybersecurity seriously.
Case No. 22-cv-11470 (E.D. Mich June 29, 2022)

Case No. 3-20937 (SEC July 27, 2022)
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Beville et al. v. Greatbanc Trust Co. et al

The DOL settlement stems from an investigation by the
department’s Employee Benefits Security Administration that
determined Wells Fargo and GreatBanc caused the 401(k) plan
to pay between $1,033 and $1,090 per share for Wells Fargo
preferred stock. However, the stock, specifically designed for
the plan, converted to a set value of $1,000 in Wells Fargo
common stock when allocated to participants.
EBSA investigators also learned over the course of its
investigation that Wells Fargo used the dividends paid on
the preferred shares to defray its own obligation to make
contributions to the 401(k) plan, by using the dividends to
repay the stock purchase loans. The investigation revealed
the transaction was designed to cause the 401(k) plan to pay
more for each share of stock than plan participants would
ever receive.
As part of the settlement, GreatBanc agreed to not act as a
fiduciary to a public company in connection with any future
leveraged transaction involving an employee stock ownership
plan, unless the plan acquires only publicly traded stock and
pays no more than the fair market value.
In announcing the settlement, Secretary of Labor Marty
Walsh stated: “Today’s settlement shows the Department of
Labor will act when we find retirement assets are misused
and benefit plans suffer.” Solicitor of Labor Seema Nanda
added “This settlement reflects the Department of Labor’s
resolve to protect America’s workers’ hard-earned retirement
savings and to ensure that plan fiduciaries comply with their
legal requirements.”

Two weeks after the announcement of the settlement,
former employees of Wells Fargo filed suit against Wells Fargo
alleging that it violated federal benefits law by overcharging
their 401(k) plan for stock options. The complaint also brings
suit against the then Wells Fargo CEO, the employee benefit
review committee and its members, and GreatBanc.

Insurance Coverage

The complaint alleges that defendants,
including Wells Fargo as plan sponsor,
favored the economic interest of
Wells Fargo over those of the plan and
its participants, to whom they owe the
highest duties known to the law.

Notice Prejudice Provision Must Be
Explicitly Stated in Policy
Georgian American Alloys, Inc. v. AXIS Ins. Co

The Third Circuit ruled that under Delaware law, the prejudice
rule must be explicitly stated in the policy. It cannot be read
into the policy.

The complaint also alleges that Wells Fargo, with the
knowledge and consent of the other defendants, converted
plan assets for its own use, violating ERISA’s prohibited
transaction provisions. The complaint states “[t]his was theft
of participants’ retirement savings.”

The policyholder failed to timely report a claim within the
policy period, although it did report it before the ninetyday post-policy window closed and during the policy’s next
renewal period. The insurer denied the claim for reporting
after the close the policy period. The policyholder argued
that the insurer had to show prejudice to support a denial of
coverage based upon an untimely claim under a claims-made
policy. The insurer countered that the prejudice requirement
did not apply.

The complaint alleges that had Wells Fargo not taken
dividends for its own use, participants would have received
an additional $400 million worth of common stock or cash
from 2017 to 2019.
Case No. 22-cv-02354 (D. Minn Sept. 26, 2022)

The court ruled that the policy at issue lacked language
extending coverage to claims reported during any
subsequent renewal and instead required notice during the
specified policy period. The court was not willing to read a
prejudice requirement into the policy whenever an insurer
issues a renewal policy. As such, the insurer did not need to
show prejudice to enforce its notice requirement.
Case No. 21-1947 (3rd Cir. Aug 31, 2022)

Seventh Circuit Affirms that Where
Insurer has Breached Duty to Defend,
Policyholder’s Defense Fees Presumed
to Be Reasonable and Necessary
USA Gymnastics v. Liberty Ins. Underwriters, Inc

The Seventh Circuit recently held that where an insurer
wrongly denies a duty to defend, any defense fees incurred by
the policyholder are deemed to be reasonable and necessary.
As part of the ongoing litigation involving USA Gymnastics
(USAG) in lawsuits and investigations involving Larry Nassar,
USAG sued several insurers in Indiana state court, arguing
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the companies were required to defend it and pay legal
expenses related to the lawsuits and investigations. One of
those insurers was Liberty, from which USAG had purchased
a claims-made directors and officers liability insurance policy.
The district court previously held that Liberty had a duty
to defend USAG against nearly all the athlete lawsuits and
investigations, which was affirmed by the Seventh Circuit.
Shortly after the district court ordered Liberty to provide
coverage and reimburse USAG for its defense costs, USAG
sent Liberty a calculation of damages.

These damages included approximately
$3.18 million in past defense costs,
including $1.77 million for government
investigations and $205,000 in prejudgment
interest on past defense costs.
Liberty did not agree to USAG’s demand, resulting in further
coverage litigation.
The district court ruled, and the Seventh Circuit upheld, that
when an insurer has breached the duty to defend and the
policyholder “has secured, supervised and paid for a defense
without any expectation of payment, those costs are market
tested and are presumed to be reasonable and necessary.”
Liberty argued that USAG did not meaningfully supervise
outside counsel because it never requested write-offs from
outside counsel and rarely followed up with them to ask
questions about invoices they submitted. USAG argued that
it was not required to request write-offs or ask particular
questions about bills as requirements for supervision. The
Seventh Circuit affirmed that a litigant may supervise its
outside counsel without refusing to pay portions of legal bills
or “engaging in hairsplitting” about those bills.
Case No. 21-2914 (7th Cir. Aug. 16, 2022)

Meet the Specialists

Court Holds Informing Underwriter of
Claim Does Not Constitute Notice of
Claim

Contacts

Heritage Bank of Commerce v. Zurich Am. Ins. Co.

As part of a renewal application, an insured informed the
excess carrier underwriter it had received a legal hold letter
but did not officially notice it as a claim. In subsequent
coverage litigation, the court held that informing the
underwriter alone did not satisfy the notice requirement
under the excess policy.
Beginning in August 2018, the policyholder Heritage Bank
purchased multiple excess insurance policies from Zurich.
Heritage argued that these policies covered various actions
filed by victims of the DC Solar Ponzi scheme, who alleged
that Heritage had aided and abetted the wrongdoing by
allowing those running the company to transfer funds
from investors’ accounts without authorization. They sued
Heritage after DC Solar went bankrupt. Heritage first reported
the potential losses to its primary insurer the same month it
received notice of them. As part of its renewal application in
July 2019, Heritage informed the underwriting department at
Zurich that there was a legal hold letter relating to DC Solar,
but that they expected it to be a “nuisance incident.” Heritage
did not send any notice to Zurich’s claims department during
the applicable period.
Zurich stated it did not receive notice of the claims until
February 2021. When Zurich did receive notice, it denied
coverage for late notice. Heritage argued it was entitled to
coverage as it notified an employee in Zurich’s underwriting
department about the potential claim during the policy
period. Heritage subsequently filed suit seeking defense and
indemnification for some of its $9 million settlement of a case
brought by the bankruptcy trustee.
In a somewhat colorful analogy, the court outlined the
differences between claims-made and occurrence policies,
writing: “With occurrence or claims-made policies, insurers
must allow for some uncertain amount of risk haunting the
customer’s past. With claims-made-and-reported policies any
skeletons in the closet are irrelevant.” The court further stated
that, this being the case, insurers can offer lower premiums on
claims-made-and-reported policies because they do not have
to account for any reservoir of risk but that “this system only
works if the window slams shut at the end of each period.”
As such, the court found that Zurich was not required to show
it was prejudiced by the late notice. The court also stated that
the email to the underwriter during the renewal process does
not suffice as notice.
Case No. 21-cv-10086 (N.D. Cal. Aug. 17, 2022)
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The information contained herein is provided for informational purposes only, with the understanding that NFP is not rendering financial, legal, accounting or other professional
advice on specific matters. The information is based on sources we believe reliable, but NFP makes no representation or warranty as to its current or future accuracy. NFP shall not
be liable for any actions taken on such information and recommend that you consult your professional advisors with respect to your individual situation.
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