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For several years, employers in Illinois have endured lawsuits brought on by the 
Illinois Biometric Information Privacy Act (BIPA) . This statute governs the process in 
which individual biometrics must be collected and stored to protect privacy rights. 
Often, employers that use an electronic fingerprint format for record or timekeeping 
are thrown back on their heels when an employee (or groups of them) files an action 
claiming they violated the statute. The penalties consist of sizeable statutory fines 
and hefty litigation costs. So, it is no wonder many employers look to their insurers for 
assistance in defending these actions. 

Currently, employment practices liability policies provide some coverage for 
employment-related invasion of privacy allegations. And depending upon the 
wording, some cyber policies can trigger coverage viewing the claim as a privacy 
breach. However, it appears another policy, a general liability policy, may be useful for 
employers to seek coverage.

Traditionally, a general liability policy would not have been considered a viable 
coverage option as an employment practices exclusion is the standard. In most cases, 
the policy precludes any acts that arise out of employment. Yet, the case of West Bend 
Mutual Insurance Co. v. Krishna Schaumburg Tan, Inc., opened the general liability policy 
as an avenue of coverage for those employers. The court ruled that coverage was 
implicated under Coverage B of the policy, finding that providing fingerprinting data to 
a third party was a form of publication, thus constituting a personal injury.

More recently, in a declaratory judgment action, State Automobile Mutual Insurance 
Company v. Tony’s Finer Foods, the court utilized the West Bend Mutual ruling and took it 
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a step further when it denied State Auto’s motion for summary judgment (MSJ) with its interpretation of the employment-related 
practices exclusion. 

Specifically, in its motion, State Auto argued in part that the employment-related practices exclusion would preclude coverage 
as the plaintiffs involved in the class were engaged in employment-related activities (this is where coverage may be a bit more 
policy-specific). The court reviewed State Auto’s exclusion, which read as follows: 

This insurance does not apply to:

Personal and Advertising Injury to:

(1)   A person arising out of any: 
(a)   Refusal to employ: 
(b)   Termination of employment 
(c)   Employment-related practices, policies acts or omissions such as coercion, demotion, evaluation, reassignment,             
discipline, defamation, harassment, humiliation or discrimination

State Auto argued that exclusion (1)(c) applied. In denying the motion, the court said they would have agreed if the exclusionary 
language simply stopped at the word “omissions” in the definition. However, the policy provided a list of modifiers to illustrate 
the types of activities the exclusion was meant to preclude. Since the court could not “fit” the process of fingerprinting into any 
of these modifiers, the court ruled that the exclusion created a question of fact to be decided by a jury and denied State Auto’s 
MSJ. Currently, due to the denial of MSJ, the general liability policy has a duty to defend the insured while the State Auto case is 
pending litigation. 

It is also worth highlighting that the second prong of State Auto’s argument set forth in their MSJ was one of notice. The 
policyholder conceded neither they nor their broker was aware that a general liability policy could potentially offer cover for such 
a loss and delayed notice by 20 months. While Tony’s argument that the insurer was not prejudiced by the late notice succeeded in 
defeating the motion for summary judgment, the late notice issue will also be decided by a jury. Above all, this case should serve 
as a lesson to ensure all potential insurers are noticed timely, and all potential coverage options should be considered.
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NFP is a leading insurance broker and consultant that provides employee 
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private client solutions through our licensed subsidiaries and affiliates. 
Our expertise is matched by our commitment to each client’s goals and is 
enhanced by our investments in innovative technologies in the insurance 
brokerage and consulting space. 

NFP is a leading insurance broker with over 6,900 employees globally. We 
employ highly specialized consultants, brokers and technical professionals 
prepared to enhance your insurance goals. We’ve become one of the 
largest insurance brokerage, consulting, and wealth management firms by 
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